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Abstract

The rapid growth of social media platforms and online news portals has significantly increased the spread of
fake news, misinformation, and disinformation. Fake news has become a major challenge for governments,
organizations, media agencies, and society because it influences public opinion, creates social unrest, and affects
democratic processes. Traditional methods of fact-checking are time-consuming and cannot handle the
enormous amount of online content generated every day. Therefore, automated fake news detection systems
using Natural Language Processing (NLP) and Deep Learning techniques have gained significant attention in
recent years.

This research proposes an intelligent fake news detection framework that combines NLP-based text
preprocessing with Deep Learning models to accurately classify news articles as fake or real. The proposed
framework includes data cleaning, tokenization, stop-word removal, stemming, lemmatization, TF-IDF
vectorization, word embedding, and feature extraction techniques. Multiple machine learning algorithms
including Logistic Regression, Naive Bayes, Support Vector Machine (SVM), Random Forest, Long Short-
Term Memory (LSTM), Bidirectional LSTM (Bi-LSTM), and BERT are evaluated using publicly available
fake news datasets.

Experimental results indicate that ‘transformer-based models outperform traditional machine learning
techniques, achieving an accuracy of over 98% with superior Precision, Recall, and F1-score. The proposed
model demonstrates high efficiency in identifying misleading news while minimizing false positives. This study
highlights the importance of NLP and Deep Learning in combating misinformation and provides a scalable
framework for real-time fake news detection systems.
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1. Introduction spread misinformation regarding healthcare,
politics, finance, and education.

The digital revolution has transformed the way

people consume news and information. Social
media platforms such as Facebook, Twitter (X),
Instagram, YouTube, and WhatsApp have become
primary sources of information for billions of users
worldwide. While these platforms provide instant
communication and easy access to information,
they also facilitate the rapid spread of fake news.

Fake news refers to deliberately fabricated or
misleading information presented as genuine news.
It can influence elections, manipulate public
opinion, create panic during emergencies, and

The COVID-19 pandemic demonstrated how
quickly false information can spread through online
platforms, creating confusion and fear among the
public. Similarly, fake political news has
significantly influenced democratic processes
across multiple countries.

Manual verification performed by journalists and
fact-checking organizations is effective but
insufficient because of the enormous volume of
digital content published every second. Artificial
Intelligence (AI), Machine Learning (ML), and
Natural Language Processing (NLP) provide
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efficient solutions for automatically identifying
fake news.

Natural Language Processing enables computers to
understand human language by performing text
preprocessing, feature  extraction, semantic
analysis, and contextual understanding. Deep
Learning models such as LSTM, Bi-LSTM, GRU,
and Transformer-based architectures (BERT,
RoBERT4a) have shown remarkable performance in
text classification tasks.

This research focuses on designing an intelligent
fake news detection system using NLP and Deep
Learning techniques capable of achieving high
classification = accuracy  while  maintaining
computational efficiency.

2. Literature Review

Several researchers have proposed machine
learning and deep learning approaches for fake
news detection.

Shu et al. (2017) introduced one of the earliest
comprehensive studies on fake news detection
using social context and content analysis.

Wang (2017) introduced the LIAR - dataset
containing over 12,000 manually labeled political
statements for fake news classification.

Ahmed et al. (2018) used TF-IDF and SVM
classifiers, achieving over 92% classification
accuracy.

Ruchansky et al. (2018) proposed CSI (Capture,
Score, Integrate), which combines user behavior,
article content, and temporal information.

Devlin et al. (2019) introduced BERT, which
revolutionized NLP by providing contextual word
embeddings that significantly improved text
classification accuracy.

Kaliyar et al. (2021) proposed FNDNet, a hybrid
deep learning architecture combining CNN and Bi-
LSTM for fake news detection.

Recent studies indicate that transformer-based
architectures outperform conventional machine
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learning models due to their contextual
understanding capabilities.

3. Problem Statement

The rapid dissemination of fake news through social
media and online platforms poses serious social,
political, and economic challenges. Existing
manual verification systems are slow, expensive,
and incapable of handling large-scale digital
information. Traditional machine learning methods
often fail to capture contextual semantics present in
textual data. Therefore, there is a need for an
intelligent NLP-based Deep Learning framework
capable of accurately detecting fake news in real
time.

4. Objectives

e Develop an NLP-based fake news detection
framework.

e Perform comprehensive text preprocessing.
e Compare traditional Machine Learning
algorithms with Deep Learning models.

e Evaluate model performance using

Accuracy, Precision, Recall, and F1-score.
o Identify the best-performing classifier.
¢ Develop a scalable solution for real-time
fake news detection.

5. Methodology

The proposed methodology consists of the
following phases:

1. Dataset Collection

2. Data Cleaning

3. Tokenization

4. Stop-word Removal

5. Lemmatization

6. Feature Extraction

7. Word Embedding

8. Model Training

9. Model Testing

10. Performance Evaluation

Workflow:
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Dataset Feature Extraction:
l
Text Cleaning e Bagof Words
! e TF-IDF
Tokenization e Word2Vec
l e GloVe
Stopword Removal e BERT Embeddings
!
Lemmatization
!
Tli—IDF / Word2Vec / BERT Embedding 8. Machine Learning Models
Mfdel Training Traditional Models:
Prfdlct1on e Logistic Regression
E . e Naive Bayes
valuation ..
e Decision Tree
e Random Forest
S rt Vector Machine (SVM
6. Dataset Description : Xlg)gzost ector Machine ( )
;1;11(1:11?1 dlsItllz;dy utilizes publicly available datasets Deep Learning Models:
NN
e Fake.csv : ESTM
e True.csv )
Bi-LSTM
e LIAR Dataset : GIRU
o Kaggle Fake News Dataset e BERT
e RoBERTa

Dataset Features:

e News Title
* Nevys I'a 9. Experimental Results
e Subject
e Publication Date —
o Label (Fake/Real) Model Accurac |[Precisio Recall F1
y n Score
Total Samples: Approximately 45,000+ g:;vees 92.10% [[91.40% {|92.00%]/91.70%
Logistic
Regressio [95.40% 95.10% 95.00%95.00%
7. Data Preprocessing n
Random
The preprocessing stage includes: Forest 96.80% {96.60% 1196.70%|96.60%
L . ISVM  ]97.30% 97.20% ]97.10%]|97.20%|
o Lowercase conversion
« Removal of HTML tags ILSTM  [97.90% 1(97.80% [97.70%][97.70%|
* URL removal IBi-LSTM 98.20% ]98.10% |98.00%]/98.00%|
e Punctuation removal 98.80 98.70
e Stop-word removal BERT 98.80% [|98.70% 0/' (y.
e Tokenization 2 2
e Lemmatization
e Text normalization

10. Discussion
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Experimental results demonstrate that transformer-
based architectures significantly outperform
traditional machine learning algorithms. BERT
achieves the highest accuracy because of its
contextual language understanding. Deep Learning
models effectively capture semantic relationships
and contextual dependencies within news articles,
reducing misclassification.

11. Conclusion

This research presents an NLP and Deep Learning-
based framework for fake news detection.
Comparative analysis demonstrates that BERT and
Bi-LSTM outperform traditional classifiers in terms
of accuracy and robustness. The proposed
framework provides an efficient solution for
identifying fake news and can support journalists,
government agencies, and social media platforms in
mitigating misinformation.

12. Future Scope

Multilingual fake news detection

Real-time social media monitoring

Explainable Al (XAI)

Multimodal fake news detection (Text +

Image + Video)

e Federated learning for privacy-preserving
detection

e Integration with browser extensions and

mobile applications
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